) is a powerful tool that can greatly enhance communication and has numerous potential applications within the medical profession. Physician-patient e-mail communication volume is increasing, but little research has addressed patient interests and concerns about this now commonplace technology. The goals of this study were to review the available literature regarding physician-patient e-mail practices, evaluate patient interest, assess patient perspectives about how e-mail communication might facilitate medical treatment and advice, and determine areas of patient concern regarding e-mail communication with their physicians. To this end, a population of cancer patients was sent a written survey designed to assess their access to e-mail and attitudes about physician-patient e-mail communication. We found that patients favored e-mail for increased convenience, efficiency, and timeliness about general health problems, while it was not favored for urgent matters.
Introduction
Electronic mail (e-mail) is a growing form of physicianpatient communication because it is faster and more efficient than conventional mail. For medical practices, e-mail offers the advantages of eliminating delays caused by missed or interrupted telephone calls, facilitating treatment follow-up, clarifying medical advice, and at the same time providing a written record of the correspondence. Physicians today often work at several sites, and e-mail use enables contacting patients from multiple locations. In addition, as an asynchronous mode of communication, e-mail allows the physician the flexibility of answering patient queries at a time that is convenient and uninterrupted. E-mail also has potential drawbacks, the most important being the potential lack of privacy.
In January 1998 a landmark article was published in the Journal of the American Medical Informatics Association (JAMIA) that suggested guidelines for the clinical use of physician-patient e-mail. 1 A negotiated patientprovider agreement establishes rules governing message turnaround time, privacy, and subject headers for correspondence, and appropriate language and topics for e-mail discussion. Other recommendations cover archiving and backup of messages and confirmation of both message received and action taken. Lastly, issues of patient confidentiality are addressed including security of the transaction, encryption of messages, and potential liability for advice. Guidelines such as these are critical because they facilitate optimal use of this new form of physician-patient communication by setting ground rules to ensure that the communication is mutually beneficial within a framework of legal considerations.
In spite of the rapidly growing use of e-mail as a communication tool, a relative paucity of literature addresses the integration of physician-patient e-mail into medical practices. Most of this attention focuses on the physician's perspective and on legal, regulatory, and ethical concerns. Relatively little research has specifically addressed the patient's perspective on e-mail use as a means of communicating with physicians. The aim of this study was to identify patient preferences with regard to e-mail use by evaluating the types of transactions (personal medical questions, referrals, prescription refills, etc) for which patients preferred using e-mail to standard communication methods.
Methods and materials
A self-administered, Institutional Review Board approved survey (available by request) was mailed to 65 patients treated for prostate cancer with radiation therapy by a single physician at Thomas Jefferson University between July 1999 and December 2001. This survey explored Internet access and behaviors of these patients regarding its use. We solicited their opinions regarding online communication for both general healthcare and specific personal healthcare issues either with their own physician or with others not personally known to them. Interests in using e-mail in specific situations such as making appointments, refilling prescriptions, securing referrals, travel directions, following up on treatment, or asking health-related questions were polled via a reply survey. Concerns about using e-mail to communicate with healthcare providers and organizations also were assessed.
Results
In all, 65 men with a mean age of 64 y (range 57-82) were mailed surveys, and the response rate was 72% (N ¼ 47). Respondents were white (85%), African American (4%), Hispanic (2%), and other/unknown (9%). In all, 22% of respondents had completed some or all of high school and 78% some or all of college. A total of 62% of respondents had access to an e-mail account at home or work, and among these e-mail users, 64% were between the ages of 58 and 68 y, and 36% were over 68 y of age. In all, 21% of e-mail users had completed some or all of high school and 79% some or all of college.
Among the respondents with access, Internet use was either daily or weekly on an average of 93%. In all, 89% of respondents with e-mail access had an individual or shared personal e-mail account, 43% had a personal or shared business account, and 25% had both. Among Internet users, 100% used the Internet for general healthrelated information daily or weekly and 93% had used the Internet for a specific personal health problem. Internet contact with health-related online support groups was less frequent at 46%, and Internet correspondence with physicians with whom these patients had not established professional relationship were 25%. A total of 85% of responding patients surveyed indicated that their personal physician had a web site, but of these, only 15% had accessed that site. Only 3 respondents indicated that their physician's website factored into their decision to see that doctor.
Patients were asked to indicate which of seven situations they felt might be appropriate for e-mail communication: asking a physician health-related questions, arranging appointments, eliminating phone calls, increasing the timeliness of a message, refilling prescriptions, obtaining travel directions, and securing a referral. Table 1 shows the total percentage chosen for each of the seven situations. Respondents checked as many as applied to them. Figure 1 depicts the total number of positive responses from each person among the seven options in Table 1 . The graph reveals that most people found e-mail potentially useful in multiple instances, with five the most frequent number of positive responses. Patients also were queried as to their comfort level about health questions posed via e-mail, answering on a scale from 1 to 4 (1-Not at all, 2-A little, 3-Somewhat, 4-Very much) for five potential e-mail use options. Answers 1 and 2 (not at all/a little) were counted as a negative response, and answers 3 and 4 (somewhat/very much) were counted as a positive response. Table 2 shows these results as well as the modal response for each question. Figure 2 shows the graphic breakdown of answers scaled 1-4 from the five situations in Table 2 . Confidentiality is an important issue when considering physician-patient e-mail communication. Patients were asked about concerns regarding confidentiality when communicating with their physician or physician's office by e-mail in transmission of the message, in their account or on their computer system, and in the physician's office itself. Patients were evenly divided on confidentiality, with 49% unconcerned and 51% concerned overall. Within the group that was concerned, respondents checked as many as applied to them as depicted in Table 3 .
Discussion
A pediatric patient-based study by Kleiner et al 2 found e-mail access significantly greater for parents 31-40 y of age compared to other age group parents, and e-mail access directly related to income and level of education-the 'digital divide'. Fridsma et al 3 reported similar age-dependent usage, with 65% of 20-30 y olds and only 19% of 70-80 y olds having e-mail access among patients from a university-based internal medicine clinic in Silicon Valley. 3 In this regard, ethical considerations about e-mail use between patients and physicians include the potential disparity of service received by different patient populations based on age, education, income, culture, ethnicity, and literacy. Our results may not be able to be extrapolated to other general medical settings. Our population (older gentlemen with prostate cancer in an urban academic practice) may not represent the common patient.
While increasing numbers of physicians themselves have Internet access, as a group they have been reluctant to embrace e-mail as a patient communication tool. 2, 6 Physician concerns include workload and time constraints from large numbers of e-mail correspondence, confidentiality and liability issues, and less frequently, issues of reimbursement for the service. 2, 4, 7 In spite of this reluctance, more and more physicians now are incorporating e-mail with patients into their practices. 8, 9 In 1997, only about 1-2% of physicians offered e-mail communication to their patients. 7 More recently, Neinstein evaluated electronic communication practices at 89 university and college health centers and found 64% of the centers used e-mail to communicate with patients. However, for the most part, content of communication was limited to patient education, scheduling appointments, reporting laboratory results, and administrative functions rather than delivering direct medical advice. 9 On the other hand, patients are very interested in the prospect of communicating with their physicians through e-mail. 10 As early as 1994, reports started to appear documenting increasing patient interest in physician-patient e-mail communication. 3, 11 It is likely that as patients become more comfortable using computer technology and as that technology becomes increasingly accessible, this form of interaction will become as commonplace as telephone communication, driven perhaps by patient demand.
The survey data reveal that our patients favor e-mail for increased convenience, efficiency, and timeliness for communication with their physicians about general health problems. In all, 80% of respondents favored posing a health-related question to their physicians over e-mail. Even within the 38% group of patients who did not have access to an e-mail account, 58% indicated that one potential benefit of using e-mail was to ask their physician a health-related question. Neill et al 11 reported similar responses among surveyed patients from a university-based family practice center. In that study, positive attitudes about physician-patient e-mail correspondence far outweighed negative, and 90% of patients who corresponded with their physicians via e-mail had discussed a personal medical problem. Such correspondence offers patients the opportunity to express thoughts more clearly and thoughtfully, with less inhibition or emotional overlay, and without time constraints of faceto-face encounters. It also offers increased timeliness of follow-up of progress between office visits and physician access by patients who could not otherwise present for an office visit.
Our patients feel less comfortable using e-mail for urgent personal questions. There is little argument that e-mail, an asynchronous form of communication, is not appropriate for emergency or time-sensitive situations. 1, 4, 12 Various authors have expressed the need to establish a contractual relationship between physician and patient, obtaining written consent for e-mail communication and detailing appropriate e-mail content and language. Other suggestions for optimal physicianpatient e-mail use include a triage system within the physician's office for timeliness of response, a mechanism for indicating when the physician is unavailable to respond for a prolonged period of time (ie vacation), and documentation of receipt of and response to e-mail communication.
When asked about confidentiality, our patients were evenly divided and were reluctant to have their e-mail questions answered by someone in the physician's office other than the doctor. The broad issues of confidentiality and privacy are of utmost concern to physicians as well, and are at the core of ethical, legal, and legislative scrutiny. 1, 4, 6, 8, 12 The Health Insurance Portability and Accountability Act (HIPAA) of 1996 mandates attention to the matter by setting standards for patient privacy and electronic transactions. Concerns in this arena are vast and encompass issues such as informed consent, employer access to e-mail communications at the workplace and nonphysician personnel access within the physician's office, encryption of sensitive material, and entry of e-mail correspondence into patient records. Of the 51% of our respondents expressing concerns about confidentiality, 94% indicated that they specifically would not feel comfortable about the transmission of the message, perhaps reflecting discomfort or distrust in general with the technology of telecommunication by an older population that did not 'grow up' in the Internet age. Our study surveyed only male patients over 57 y of age treated in a single oncology practice. While we believe ours is the first to identify e-mail preferences among cancer patients, in a future study we will use a larger and more diverse patient population pool.
Only 67% of our patients indicating concerns about confidentiality were concerned about confidentiality within the doctor's office itself. Nonetheless, physicians must consider the legal and ethical implications regarding email use. A recent article in American Medical News advises that the areas of greatest concern for potential litigation against physicians regarding electronic communication with patients include accuracy of information transmitted, malpractice, and privacy and confidentiality. 13 In spite of concerns expressed by physicians about potential liability related to patient e-mail, few who currently employ the technology have established policies and procedures. 9, 12 In Neinstein's series, only 5% of 57 health centers utilizing e-mail correspondence with patients had developed policies regulating its use. 9 Public key cryptography is an example of technology developed to protect against inappropriate and unauthorized access to electronic communication by assigning participants public and private 'keys' for encrypting and decrypting transferred data. 4, 14, 15 In addition to the 1998 JAMIA guidelines, the American Medical Association (AMA) published 'Guidelines for Physician-Patient Electronic Communications' in 2000, and the eRisk Working Group for Healthcare, 'a consortium of professional liability carriers, medical societies, and state board representatives,' published similar guidelines in 2002. These and several other useful web sites created to help physicians incorporate e-mail into their practices are listed in Table 4. E-mail by nature is not confidential. Major health organizations recognize this lack of confidentiality.
Institutions and organizations such as the Stanford Medical group in California and Blue Shield of California use e-mail technology for patients and clients. In the plans implemented by Blue Shield, approximately 50 000 physicians have access to a secure e-mail system designed for confidential patient communication by Healinx Corp., of Alameda California. Messages are encrypted on this system that requires a password for user access and even includes a mechanism whereby the physician can bill for e-mail consultation.
Conclusion
The use of e-mail as a clinical tool is a relatively new trend in medicine that is growing quickly, but as any new trend in medicine, it warrants critical appraisal. E-mail can serve as a medium for physicians to personalize some forms of treatment, to track a patient's progress over time, to get information about treatment recovery, and to enhance patient education. It gives the patient the opportunity to express concerns that he or she may have difficulty verbalizing and to access the physician during off-hours. While e-mail cannot replace the doctor-patient relationship established by face-to-face communication and should be used only between physicians and patients with an established professional relationship, it has the potential for enhancing that relationship. In spite of reservations, physicians are increasingly expressing interest in using e-mail as a means of communicating with their patients, and our data corroborate reports that patients are interested as well. E-mail usage directly correlates with the increase in Internet users. According to the Computer Industry Almanac Inc., at end 2002 there were over 665 million Internet users worldwide, up from under 200 million at year-end 1998 and 544 million at year-end 2001. With over 160 million Internet users, the US had over 24% of total users worldwide and 2.5 times the number of the next largest user country, Japan at year-end 2002. 16 As e-mail users increase in numbers, we must anticipate this form of communication will increase with respect to medical care. It would seem prudent for physicians to allocate the time and resources to effectively incorporate this advanced and effective form of communication into their practices.
